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Compliance 1s a major problem

e About half of the CVEs exploited in 2014 went from publish
tO pwn in '.eSS than a month.“—Verizon Breach Investigations Report, 2015

«"We found that 99.9% of the exploited vulherabilities had
been compromised more than a year after the associated
C\/E \X/aS pU b UShed , “— Verizon Breach Investigations Report, 2015

» Patch management and associated vulnerability
management processes represent the biggest problem
areas, because theyre rarely well documented and

n
aUtOI l lated — Anton Chuvakin [http://blogs.gartner.com/anton-chuvakin/2014/02/13/highlights-from-verizon-pci-report-
2014/]
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Meet Simon, MyCo Lead System Engineer




YourApp

sd Uaer_lnter:{{:tiﬂ-nJ

'i_ﬁ'[x - ﬁﬂ-} P_GuUl DataMa .. ReporiMa .. Exp_ G Map Histogram AnalysisMa_. . Chat Eva_ Gl DamageEva... Chat ReportCr.._.
Politician ExpertGIS Evaluator ! | ! ! ! ! ! | | ! [ [
sd Politc_Gul | | | sd Expert_GUI | | | | sd Ewvaluator_GuUi J | |
1] start dampge evaludtipn I I I I I I I I I I I
=] | | | | | | | | | | |
(] introduce [analysis {::Iar_a 1 I _ I I I I I I I I I
— [~ | 3: start anal'_-l-sm. sul:utas.kx__ I I I I I I I I
4] mnotify expert | I | [ | I | | |
E—-___'______l _____ 1 _{'_—_____ 5: start er.}alual'_i-::-n SuI:utGLF'.H I I I I I I
| | | | | | | 1 | | |
| - | 6. nogfy evaluaton | | | | | |
e sl — L e e i E et P e e e o Ft e s E ek T e =S S e B e | | |
| | 72 send analysis {d3ta | | | | | | | |
| |—'_|— | e send analysis data I I I I I I I
| | { = | : | | | | | |
| | | 9. shgw map info | | | | | |
I I I I = : 1ID: send image -Jlmt::i I I I I I
| i | == I | L I | | | | |
D examine map info - ' Hi :
! ITII P ! ! l 12 Shl:]'-".- histogram |I|1f-::| I I I I
I 1 3:: examine his.r_-:llgram o I I::II I I I I I I
| | 14: mal—teidama-;e anal'_-.l's.is. | I I I I I [
] ] ] ] I I | | I | |
I I . I 16: Ilsend analysi% info I 15:; ::u::-ljlnpc:s-c-:a analyﬁ.ﬂs I I I
| ==l I I A o | | | | |
I L I I [T R T [ I ~14: send analysid info I I
] ] I ] ] I
| | | | | | | |
I I I I I I I I I
| | | | | | | | |
: : : :ED: examine:damage asae#smenr_ : : 192 show d:;image aﬁs.es.sllment
: : : : : 21: 5-::|Ii|:'.itE-1| chat with expeft : | Dﬂ] i I
[
I I I ; I I [ [ 2F: start chat with expert oo |
) L L B3 nofify e:-e;p-eIE to chat | _L _L J—r;_;:] I | |
e T i i = e oo e (T 1~~~ 7| 24: exchange info | | I I 251 write meas.agn{as
1 1 1 1 1 1 1 1 1 [l
' ' | 26 5}:chanq|3 imfo | : . T 1 L~ I
! ! ! . | ! ! ~ ! ! 1 !
' ' ' ' ' ' ' ' 27 wilite messages | " |
I I | 28: refum ekpert messades | I 1] I I I
Wyl ISR [F N S e e o .- e e e e e | [ T P S il meen e o} ~3 | | |
s | | | | 29 retumy evaluator melssages | | | |
=~ T 1T 1T - T 0T T T T T T R T F g == I |
| | | | | 30: make evaluation repgrt T | | T
| | | | | | : 1 x 1 | | |
33 ngtify eport finalization | r | | | 32: sgnd evaluation yeport | | |
M em (e e e T : | | : | | : |
| | | | | | | | | | 312 compose] report
= =) iz | | | | | | | | | | | |

Hredhat #rhsummit

Q redhat.



Regulations, Catalogs, Guidelines

National Institute of
Standards and Technology

U.S. Department of Commerce

Security T
Standards Council

Health Insurance Portability
& Acccountabrhty Acct
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ZDNEL.IOLD ME OUR
=—SERVERS HAVE POODLES

¢ TI'LLNEEDYOUTO
PAIGH ALL THE BASHES

g flap . ccomn
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2 Ken Westin 2015 W @kwestin®

#redhat #rhsummit Poster created by Ken Westin, 2015, used with permission of author. Hi Ken! @@ rednat



yCo CISO

Meet Sarah, M
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Sarah's initial SWAG

Need local values for 50
controls (password lengths, C2S Profile = 250 controls

login timeouts, etc) YOurApp FNy = 35 Systems
*ONly YOUrApp new systems In

scope

* Project team bringing Security
N late




HAPPY FRIDAY. SIMON, IF YOU
GOULD JUST AUDIT ALL THE SYSTEMS
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BY MONDAY, 'I'Hll'l' D BE GREAT |




Simon's back of the napkin

Number of Controls*Time per Control* Number of Hosts
Minutes per Hour

2501 min*x35
60 min

145 hours or ~18 Days
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echo $DEV_5HM_I}PTS qgrep -q - "(?<'no)dev’
[ 47 -eq 0 ]

DEV_SE 0PTS=§ {DEV SHI OPTS/ /dev/ nodev]

echo $DEV_5HH_DPTS qrep -q -v 'nodev’

DEV 5HM OPT3="SDEV 5 OPT5,nodev”

AN D sed -1 "s#5{DEV SHM HEADH\(.*\) S{DEV 5HM TAIL}¥5{DEV SHM HEAD}S{DEV SHM OPTS}S{DEV 5HM TAILH" /etc/fstz

l \U I OI ' IA I E ALL DEV SHM FSTAB=¢(sed -n "s/\(.*[[:space:]]\+\/dev\/sim[[:space:][\+tmpfs[[:space:]]\+\)\(["[+space:]]\+)

TS="4" read DEV SEM HEAD DEV SE OPTS DEV SHM TAIL << "SDEV SHY FSTAB
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SCAP

SECURITY STREET

Brought fo you by the lefters
NIWSST NVD ond CVE!

National Institute of
Standards and Technology
U.S. Department of Commerce
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What does Simon need?
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The final controls!
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DROPS Hazard Reqgistry.xlsx - Microsoft Excel = “
o @ = = E
, B B =] = CL] ¥ autoSum « fh Y.
WMifrap Tedt General - i = — bl [ | ? =
P bl =% ._Lﬂj _ﬁﬂ‘ B | 3] Eilt ~ ?_‘ Ly
Merge & Center = $ - 9 9 <58 ;08 | Conditional Format Zell Insert Delete Format ; 5ort & Find &
Formatting = as Table = Styles - - - - L Clear Filter = Select -
Mumber Styles Cells Editing
b
T i i T W T
1
b |
7 Total Score (all items)®*
: X -
3 Total Possible Score (all items)®* 153 153 153 1532 153 204 612
b |
4 % of Total Possible Score™* 92 23 4903 62 13 T B> 57 53 96 13 56 03
5 1 MO LOOSE OBJECTS IN MOMEEY EDARD ARER. Mone Mone 3 3 3 3 5 4 12 144 100
B 2 1T TURNEUCKLE HOOK UF FOINT Lok nut Mone 3 2 3 3 3 4 i 132 a2
¥ 3 2" SET OF TURMEUCELES & CLAMPS Lok nut Mone 3 2 3 3 3 4 12 132 92
& 4+ 3*® SET OF TURNEUCKLES & CLAMPS Lock nut Mone 3 2 3 3 3 4 12 132 92
g 5 4™ SET OF TURMELUCKLES & CLAMPS Lok nuat Mone 3 z 3 3 3 4 12 132 a8z
& DERFICE IS FREE OF LODOSE PARTS AND ALL TOOLS | Tethered e e = : . = = 3 i
10 HavE BEEN REMOYED tools F 120 83
11 7 SAL’S & AMCHOR POINTS IN GOOD COMDITION (X3 Eolt & nut Mone?? 3 3 2 g z 4 g 9E [¥i
12 8 FLAG POST #2 WISAFETY CAELES INFLACE Eracket, Safety cable 3 3 I 3 z 4 & a6 ¥4
KELLY HOSE HAS FROFERLY SIZED SKUE LIES Snub lines,
9 ATTACHED AT BOTH EMDS WITH SECOMNDARY Chain, Cotter pins 3 2 3 3 z 4 g
12 SECUREMENT! 4 PART OWERHEAD SHACKLES USEDH | Shackle e &1
14 [ 10 TORGUE TUEE HOOK UF FOIMT WITH COTTER FINSIM_[Shackles Cotter pins 3 2 = 3 =z 4 8 88 1 I _|
DERRICK IS FREE OF LOOSE LINES AMDROFES THAT [ . [ .
1 Cak SMAG ON TOF ORIVE OF TRAVELING BELOCKS Mc_ni':min : Mani':min : 3 2 3 : z 4 &
15 (TIRAK MANMRIDER. CATLIMNE, TUGGER. SEL ROFPE) g g g8 [3]
g DERRICK HAS MO BENT STRUCTURAL MEMEBERS AMD [, R 3 - : : o 5
18 MO WISUAL CRACKS ARE EVIDEMT 24 58
17 13 TOMG LINE CAELES IM GOOD SHAFE [ESFECIALLY AT | Shackles Cotter pins 3 z z 3 z g &0 56
i TORG LINE SHEAVES ARE SECURELY ATTACHED AND 5 5 2 5 7 5
18 HAWE SAFETY LINES PROFPERLY INSTALLED g0 56 -
M 4 » M| DROPS List .~ Definitions Risk Matrix - AMALYSIS .~ ¥J [1] 4] >

redhat.
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Final policy

 Annual audits
_Requires 2 additional €25 Profile = 400 controls

regular reviews YourApp ENV = 100 systems
*Need local values for 100
controls (password lengths,
login timeouts, etc)

*15 current production
systems added to scope

* DR site also required




Simon's new napkin

Number of Controls*Time per Control* Number of Hosts
Minutes per Hour

4001 min=*x100
60 min

~666 hours or ~83 Days
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SPOILER ALERT!

################



What Simon's compliance system can do

C2S Run time = 73 seconds

400*%5.5s*x100
60 min

~61 hours or ~8 Days
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~8 Days *

* Mostly computer time, highly parallel
o Little administrator interaction required
o Still ..

*Oh, and 150 more checks (62.5% more work)

~75 Days saved
Or 90.36 7%
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What does Simon need?
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The Content
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S CAP (Security Content Automation Protocol) 1 ° 2
NIST SP 800-126 Rev. 2

 CCE™: Common Configuration Enumeration

 CPE™: Common Platform Enumeration

 CVE®: Common Vulherabilities and Exposures

e CVSS: Common Vulherability Scoring System

* CCSS: Common Configuration Scoring System

* XCCDF: The Extensible Configuration Checklist Description Format
* OVAL®: Open Vulnerability and Assessment Language

* OCIL: Open Checklist Interactive Language

* Al: Asset Identification

* ARF: Asset Reporting Format

Hredhat #rhsummit




S CAP (Security Content Automation Protocol) 1 ° 2
NIST SP 800-126 Rev. 2

* XCCDF: The Extensible Configuration Checklist Description Format
* OVAL®: Open Vulnerability and Assessment Language
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Great who makes it?

SCAP

SECURITY GUIDE

DEFENSE INFORMATION SYSTEMS AGENCY

v
DEPARTMENT OF DEFENSE red h i ] |
Hredhat #rhsummit

Q redhat.



Filter by Package Name:

openscap-scanner
openscap-perl
inkscape-docs
openscap-content
openscap
openscap-engine-sce
spacewalk-oscap
openscap-extra-probes
openscap-utils
openscap-selinux
openscap-devel
openscap-python
perl-Pod-Escapes
scap-security-guide
scap-workbench
oscap-anaconda-addon
openscap-engine-sce-devel
firstaidkit-plugin-openscap
rhsa-scap

inkscape

inkscape-view

Hredhat #rhsummit

Go Display |25 v | items per page

OpenSCAP Scanner Tool (oscap)
Perl bindings for openscap
Documentation for Inkscape

SCAP content

Set of open source libraries enabling integration of the SCAP line of standards

Script Check Engine plug-in for OpenSCAP

OpenSCAP plug-in for rhn-check

SCAP probes

OpenSCAP Utilities

SELinux policy module for openscap

Development files for openscap

Python bindings for openscap

Perl module for resolving POD escape sequences

Security guidance and baselines in SCAP formats

Scanning, tailoring, editing and validation tool for SCAP content
Anaconda addon integrating OpenSCAP to the installation process
Development files for openscap-engine-sce

OpenSCAP plugin for FirstAidKit

Complete XCCDF and OVAL for all RHSA to date

Vector-based drawing program using SVG

Viewing program for SVG files

http://www.redhat.com/security/data/metrics/
http://www.redhat.com/security/data/metrics/com.redhat.rhsa-all.xccdf.xml

Red Hat provided feeds

1-210f 21

1-121of 21

y Products & Services Tools Security Community

@1 rEdhat. PORTAL

Security Data

Red Hat Product Security are committed to providing tools and security data to help security measurement. Part of this commitment is our participation at board
level in various projects such as MITRE CVE and OVAL. We also provide reports and metrics, but more importantly, we also provide the raw data below so
customers and researchers can produce their own metrics, for their own unigue situations, and heold us accountable.

CVRF Documents

The Common Vulnerability Reporting Framework (CVRF) standard enables organisations to share information about security issues with a consistent and common
format. We provide Red Hat security advisories in CVRF format.

« CVRF compatibility FAQ
¢« Linkto CVRF documents
« CVEF 1.1samples (zip) (updated 2012-05-15)

OVAL Definitions

OVAL definitions are available for all vulnerabilities that affect Red Hat Enterprise Linux 3,4, 5,6, 7-

VAL compatibility FAQ
VAL definitions (consolidated XML file, bz2) (constantly updated)

VAL repository (separate files)

o o O

Vulnerability Statements and Acknowledgements

We publish acknowledgments and official statements for vulnerabilities currently under investigation and for vulnerabilities that do not affect our products and
services. These stalements appear on our in CVE pages

» cve-metadata-from-bugzillaxml (XML feed, updated twice a day)



http://www.redhat.com/security/data/metrics/
http://www.redhat.com/security/data/metrics/com.redhat.rhsa-all.xccdf.xml

Building
ding and modifying content

o et \h\\mhna'\\s_co\m'.
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XCCDF
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XCCDF Profile

-

o of fExhtml™ =xml:landg en—lJ5">Common Profile for

Tocommon™ >
< mlnsxhtml="http s/ / www.W
General—Purpose Fedora Systems<)/f

-

< Hmlns c:xhtml="http s/ /fWww.w3.0org/ 1999/ xhtml™ =ml:lang="en—-U05">Thi=s profile
contcains items common to general—-purpose Fedora installations.<f -

Hredhat #rhsummit




XCCDF Profile

count 5:1:-a ssword min
counts minirmum S

T COUNCS mMaxXIiImuam  a

Ccounts password

1
=

L I

T 1

-
-

| [ ]
-

r=r
=
r=r

i
=

"

[

i

oy e = = b e o e ol o T e e W
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XCCDF Profile

= fe_. = e — L L. = S = f_. A f_ f= o= B F el e A Bl S -

var accounts password minlen login def

var accounts minimum age login c

Tvar accounts maximum age login c

var accounts passworld warn
s=shd idle Cimeout wali
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XCCDF Rule

1d="set password hashing algorithm logindefs"™

<
-
Ins:xhtml="http z//fvwww.wWw3.0orgy/ 1999,/ xhtml™"™

< HIMI TS - XINEInd

Hashing Algﬂrlthm.ln SFece /S login.defs«<f
Hmlns txhtml="http i/ /WHw.WwW3.org,/ 1999 /xhtml"™ xml:lang
add or correct the following line to snsure

< Hmlns ixntml

In < =>/Secc/login.defs</f >,
the system will u=se SHA-512 a= the hashing algorithm:
< Hmlns="http WY . W3 .orgS 19833/ Xhtml ">ENCRYPT METHOD SHASl1Z< i o=

| <./ >
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XCCDF Rule

href hoccp //Cc=eErc.ni=stc
2—final.pdf">TA— E-l:lzu]ci'r

href="http://csrc.nistc
3—final.pdf">1TA— 5(&]{f

href="http:://Ccsrc.nistc v/publications/nisctpubs
3—final.pdf">1A—- E-l:l]lj-c:]c:'r e

T =0 ] |

href="http ://csrc.nist.gov/publications/nisctcpub=s
I—fFfinal.pdf">TIA-T</S =
href="http://lase.di=sa.mil/stcigs/ccli/Pages,/1ndex.aspx"™,

xmln=s :xhtml="http:://wWwWww.w3.0rg/1l998/xhtml"™ xml:lang="en—-105S">
U=sing a =stronger hashing algorithm makes passworld cracking attacks more difficult.
< )/ -

l.-:l
"'|

Spublications/niscpubs=s

il

l.-:l
"'|

Spublications/nistpubs

il

:
T I T R ¥ T
l.-:l

il

il

<
I
<
I
<
I
<
I
<
<
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XCCDF Rule

Foval—definitions—5S">
ef="gssg—fedora—oval.xml™ />

m="http://ova

o
==
—="a

l.mitre.orqg)

"Tovalissg:ot

m—"ocil—transitional™>
=xport—rmameae="1t does not®

Hmlns :xhtml="http:://WwWww.w3.0o0rg,/ 1998,/ xhtml"™>
ITnspect <« >ecc/login.defs</f > and ensure the following line appears:
< Hmlns="http 1/ /WWwWw.wW3.org/ l3939,/ xhtml">ENCRYPT METHOD SHAS1Z2<)S =
< f =

< f -

< __-"

id="conditional clause"/>
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OVAL Entities
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OVAL Definition

s="compliance id="owval (208" wversion="Z">

. SHAS1Z Password Ha=shing

T AIT

Algor
11 1lv="unix">

Slogin.de

>Hed Hat Enterprise Linux

»>Red Hat Enterprise Linux

o<

—
|
|

>The password hashing algorithm =should he

_1d="RHELG6
_1d="RHELT7
1d_"FED'F*

sord hashing

a1
I_'|_r|

Lh

M
M

i

>ritc 1'.|I|.L logindefs®™

it




OVAL Walking back the cat

< ld="owval :ssgg=-aaElill" check="all"™ comment="The wvalue of ENCRYPT METHOD
should be set appropriately in Jfetcoc/login.defs™ wversion="1">
chject_ref="ﬂval:55g:ﬂhj:EET"f}
5tate_ref="ﬂval:ﬂﬂg:ﬂtE:EEE"f}
-

1d="owval i ==gHslslhEEL-
owval :ssg:var:451<)
-

id="owval:ssqofEFREEMN" datatype="string™ comment="The wvalue of last
ENCERYPT METHOD directiwve 1n Sece/login.defas™ wversion="1">
< pattern="ENCRYPT METHOD\s+ (\w+) ">
o item field="subexpression”™ chject_ref="ﬂval:35g:ﬂhj:453"f}
< ) -
< f e

id="owval ::ssgEEREEER" version="1">

singleline="true™"/>
=>Secec/ login.defs«< S =

operation="pattern match">.*\n["#]* (ENCRYPT METHOD\s+\w+) \s*\n</
datatype="int™ operation="greater than or egual™>1</ o
=

1d="owval :ssgHEAA-REITd" version="1">

operatction="eguals" datatvyvpe="string™>SHAS12</S
-
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A plug for upstream

ss="compliance™ id="set password hashing algorithm logindefs" wversion="2">

it

i
41
it

A="EHEL®&

eSane separation of files wit = H*
XSLT to create valid content

«OVAL in single check file with [ ——
human readable IDs "

ringleline="truse™

Z 5 1 -
- operation="pattern match">.*\n["#]1* (ENCRYPT METHOD\s+\w+) \s*\n</f

Hh

L

M W

H H H
Mm M m
Hh

it
o

w ot

Hh
[ ]
it

all™ comment="The walue of

Lo
it
il
it
)

m [

. encrypt method™ check
in /fetc/login.de

||_'|‘|

Lo
0 M

o

m
W M

fu
it

ype="int"™ operation="greater than or egqual">1l</

-

-Modify make file to include — [EE——— e R
and build content or RPM " gty

: i object ast &
S C A p | e
< qualsS" datatype—" =5

SECURITY GUIDE R

pattern="ENCRYPT
item_field="3uhp.

-
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What about the analyst?
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ssg-rhel6-ds.xml - SCAP Workbench -

Customizing "C2S for Red Hat Enterprise Linux 6 [CUSTOMIZED]"

A , : :
) (v UndoHistory | Deselect All | hashing Search | Showing match 1 out of 4 total found

Ensure /var/log/audit Located On Separate Partition

Audit logs are stored in the /var/log/audit directory. Ensure that it has its own partition or logical volume at
installation time, or migrate it later using LVM. Make absolutely certain that it is large enough to store all
audit logs that will be created by the auditing daemon.

Ensure /nome Located On Separate Partition

Ensure Red Hat GPG Key Installed

To ensure the system can cryptographically verify base software packages come from Red Hat (and to
connect to the Red Hat Network to receive them), the Red Hat GPG key must properly be installed. To
install the Red Hat GPG key, run:

5 sudo rhn register

If the system is not connected to the Internet or an RHN 5atellite, then install the Red Hat GPG key from
trusted media such as the Red Hat installation CD-ROM or DVD. Assuming the disc is mounted in
/media/cdrom, use the following command as the root user to import it into the keyring:

5 sudo rpm —--import /media/cdrom/RPM-GPG-KEY

" Remediate Scan

File Help
| Title Guide to the Secure Configuration of Red Hat Enterprise Linux 6
Customization | (no customization) I
Profile C25 for Red Hat Enterprise Linux & v | Customize
Target @ Local Machine " Remote Machine (over S5H)
-
# Ensure /ftmp Located On Separate Partition I
# Ensure /var Located On Separate Partition
» Ensure /var/log Located On Separate Partition
v

I 0% (0 results, 177 rules selected)

¥ | =| Ensure that System Accounts Do Not Run a Shell Upon Login

]

Selected Item Properties

- X

B

¥ | =| Verify Only Root Has UID 0
C4 : Root Path Must Be Vendor Default

-| W | Verify Proper Storage and Existence of PasswordHashes
C4 : Prevent Log In to Accounts With Empty Password

= | Verify All Account Password Hashes are Shadowed

¥ | —| All GIDs referenced in /etc/passwd must be defined in /etc/group I

¥ | =| Verify No netrc Files Exist

-| W | Set Password Expiration Parameters
gﬁ minimum password length

4,/ -
/% maximum password age

5

[l ..

@]ﬁ minimum password age

& : .
warning days before password expires

Set Password Minimum Length in login.defs

L4 : Set Password Minimum Age

¥ | —| Set Password Maximum Age

¥ | =| Set Password Warning Age

-| W |& Set Account Expiration Parameters

%ﬁ number of days after a password expires until the account is permanently disabled

¥ | —| Set Account Expiration Following Inactivity

¥ | —| Ensure All Accounts on the System Have Unique Names

Assign Expiration Date to Temporary Accounts

-| ¥ [ Protect Accounts by Configuring PAM

i
remember

0 D Set Last Login/Access Notification
-| W & Set Password Quality Require

Title |maximum password age

ID value_var_accounts_maximum_age_login_defs

xccdf-Value

Type

Modify Value

Only takes effect when this profile is used for evaluation.

60

Description

v | (number)

Maximum age of password in days

Affects Rul I

* Set Password Maximum Age

0 _WORKBENCH
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SCAP Tailoring file

F -":.

extends="xccdf org.ssgprojec

contcent profile

-df --1:-:.::: shadelyl. ;
':1 h-E!.E:hlnrq' algor m libusercont™
-df _ Org.ssgproje ..-:::-._-nt.-.—_-nt._1_1_1le

[ Hy
W
3
5 M
|' i1

l]

Hi
|

[ |
i
u

Grg.hﬁlﬂlw = i - € . rule root path no dotct®
_rule network disable

o' . S 3gpra

oOrg . umask for
Org.SsSgproE
I SWOE -:1_1111 Il l =
- g

oI .
SwWoId

oOrg.s :

wWwords L 2 ] ock unlock Cime">900<S

W

i |

W

i |
L
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The Scanner
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OpenSCAP

NIST validated SCAP scanner by Red Hat

= Authenticated = Red Hat Enterprise Linux
Configuration Scanner 5.9 Desktop, (x86_64)
. —° April 17,2014
w | redhat s L = Common Vulnerabilities = Red Hat Enterprise Linux :

and Exposures (CVE) 5.9 Desktop, (x86)

https.//nvd.nist.gov/scapproducts.ctm
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The Centralization

Q redhat. | RED HAT SATELLITE
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Workflow

- OSCAP

—

Reporting

\ Tailoring
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Use RPMs

otlep-mgmt 01l

[ro

~1¥% gpg ——list-kevys

root) . .gnupg/pubring .gpg

puk Z04BR/96D46A3F 2015-04-09

ulid Package Builder (This is for signing local RPMs) <pkgs@dltc
. COTC>

=1k Z048R./4558B67D 2015-04-0%

[rootlep—-mgmt0]l noarch]# rpm ——-resign rhsa-scap-1.0-2.el6.noarch. rpm
Enter pass phrase:
Pa=s=s phrase iz good.

rhsa—-scap—-1.0-2.el6.nocarch. rpm:

[root@ep—satl]l publ# rhnpush -c¢ rhsa-scap-el6 /tmp/rhsa-scap-1l.0-2.el6.noarch.

rpm —o <= [LrootlRlocalho=st " 1##f 12 -1 ~susr.-shareml =scap-==sg-content
total 417808

—rw—-r——r——. 1 r»oot root &6HH Auwg Z8 ~<H11 ==sg-rhelt-cpe—-dictionary.>=xml
Password: —rw-r——r——. 1 root root 3712 Aaug 28 ZH14 ==sg-rhelb-cpe-oval .>xml
—rw—-r——r——. 1 root r»root 2875837 Aug ZO ~ZH141 =sg-—-rhelb—-d=s.>xml

—rw—-r——r——. 1 r»root root TOH158 Auwg ZO ~ZH1414 =sg-—-rhelb—-owval .>=xml

— X — —X— — 1 root r»oot 1242376 Aung Z8 <ZH141 =sg-—-rhelb—=cocdf (>xml

Lrootl@®localhost " 1# 1= -1 ~usr-zsharexml--scap-rh=za.
otal Z7976

—rw—-r——r——. 1 r»oot root 1776419 Apr 2 1241 com.redhat . rhsa-all.=ccdf .>=ml
—rw-r——r——. 1 r»oot root Z6869H3IZ Apr 9 1246 com.redhat _rhza-all.>xml

J=zername : des
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Scanning hosts

@ scap-target W @ add to ssm | @) delete system
Details Software Configuration Prowvisioning Groups Audit Events
List Scans Schedule
Command: Susr/bin/soscap xcodf eval
Command-line Arguments: —profile xccdf com.dlii.content_ profile C25 baseline —taillonng-file

Path to XCCDF document®: |[usr/share/xml/scap/ssg/content/ssg-rhel6-ds_xml

Schedule no sooner than: | Apnl y|29 v 2015 v | (1 v |:|43 v |PM ¥ | EDT

Schedule

Tip: Certain versions of OpenSCAP may reguire the --profile command - line argument. --profile specifies a particular profile from the XCCDF document._
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Scan list

@ scap-target .

Details Software Configuration Prowvisioning Sroups Awdit

List Scans Schedule

OpenSCAP Scans

*ccdf Legend

P - Pass

F - Fail

E - Error

L - Linknown

M - Mot applicable

K - HNot checked

% - Mot selected

| - Imfformational

= - Fixed

| Xccdf Test Result
- @ xcodf_org.open-scap_testresult_default-profile
- @ xccdf _ore.open-scap_testresult_default-profile
g-ope P =
- @. xcodf_org.open-
scap_testresult_xcocdf_com.dli.content_profile_C25 baseline
- @ xcocdf_org.open-
scap_testresult__xccocdf_com.dlt.content_profile_C25 baseline

Tip: Compliance column represents
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& remowve from ssm | P delete system

Events

1 - 25 of 28 (2 selected) > 5]

Completed Compliance P F E U N K 5 | X Total

Thu Apr
23
13:31:51
EDT 2015

Mon Apr
20
13:41:09
EDT 2015

99 % 2544 21 o o o 0O 0 o 0O 2565

99 % 2544 M1 o O O 0O o o 0O 2565

Mon Apr
20
13:38:37
EDT 2015

46 % 1 o 1 o 10 2170 O 0O 400

Mon Apr
20
13:34:46
EDT 2015

46 % 1 o 1 O 10 2170 O O 400

umr~eizhted pass/faol ratron. Comphiance = PS{Total - 5 - ).

Q redhat.




Scan detail

XCCDF Rule Results

Filter by Result: | o | Display | 256 | items per page 1 - 25 of 400 > >

»oodf_org.ssgproject.content_rule_ensure_gpecheck_never_disabled CCE-26647-8 pPass
»ocdf_org.ssgproject.content_rule_aide_periodic_cron_checking CCE-27222-9 pPass
»oodf_org.ssgproject.content_rule_rpm_verify_hashes CCE-2Z7223-7 pass
»oodf_org.ssgproject.content__rule__mount_option_nodev_removable_partitions CCE-26860-7 pPass
»ocdf_org.ssgproject.content__rule__mount_option_noexec_removable_partitions CCE-27196-5 pPass
»ocdf_org.ssgproject.content__rule__mount_option_nosuid_removable partitions CCE-27056-1 pPass
xcodf_org.ssgproject.content_rule_userowner_shadow_file CCE-26947-2 pass
»ocdf_org.ssgproject.content__rule__groupowner_shadow_file CCE-26967-0 pPass
»xocdf_org.ssgproject.content__rule_file_permissions_etc_shadow CCE-Z26992-8B pPAass
xcodf_oreg.ssgproject.content_rule_file_owner_etc_group CCE-26822-7 pass
»oodf_org.ssgproject.content_rule_file_groupowner_etc_group CCE-26930-8 pass
»xocdf_org.ssgproject.content__rule_file_permissions_etc_group CCE-26954-8 pPass
»oodf_org.ssgproject.content_rule_file_owner_etc_gshadow CCE-Z7026-4 pass
»oodf_org.ssgproject.content_rule_file_groupowner_etc_gshadow CCE-26975-3 pass
»ocdf_org.ssgproject.content__rule_file__permissions_etc_gshadow CCE-26951-4 pPass
»woodf_oreg.ssgproject.content_rule_file_owner_etc_passwd CCE-26953-0 pass
»oodf_org.ssgproject.content__rule_file_groupowner_etc_passwd CCE-26856-5 pPAasSs
»ocdf_org.ssgproject.content_rule_file__permissions_etc_passwd CCE-Z26868-0 pPass
»ocdf_org.ssgproject.content__rule_file__permissions_binary_dirs CCE-27289-8B pPass
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XCCDF Rule Results

Display | 25

L | items

Diff results

per page

1- 25 of 400

First Scan

> 21

Second Scan

xcodf_org.
»xoodf_org.
»xoodf_org.
»xoodf_org.
xcodf_org.
»xcodf_org.
»xoodf_org.
»xoodf_org.
xcodf_org.
»xcodf_org.
»xoodf_org.
»xoodf_org.
»xoodf_org.
»xcodf_org.
xcodf_org.
»xoodf_org.
»xoodf_org.
»xoodf_org.
xcodf_org.

ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.
ssgproject.

ssgproject.
ssgproject.

content_rule_rpm_werify_hashes
content_rule_file__permissions_etc_group
content_rule_service_cegred_disabled

content_rule_set_ password__hashing_algorithm_systemauth
content_rule _dns_server_authenticate zone transfers
content__rule_file_permissions_etc_gshadow
content_rule_kernel_module_ipvé_option_disabled
content_rule_ _audit_rules_dac_modification_chmaod
content_rule_sysctl_net_ipvd_conf_default_secure_redirects
content_rule_sysctl_net_ipv4d_conf_default_rp_filter
content_rule_network__ipwvée_disable_rpc
content_rule_ftp_present_banner
content_rule_ftp_log_transactions

content_rule_package openswan_installed
content_rule_file_ownership_binary_dirs

content_rule_sysctl_kernel_randomize_va_space
content_rule _sshd_lLimit_user access
content_rule_file_groupowner_etc_gshadow

content_rule service auditd _enabled

pass
pass
pass
fail

notselected
pass
fail
fail
fail
pass
pass
pass
pass
fail
pass
fail

notchecked
pass

notselected

pass
pass
notselected
fail
notselected
pass
notselected
notselected
fail
pass
notselected
notselected
notselected
notselected
notselected
fail
notchecked
pass

pass
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Diff to any!

Overview Systems Errata Channels Configuration Schedule Lsers Help

@ OpensSCAP Diff

All Scans

m Compare XCCDF scans rule by rule.

Advanced Search
>

Specify Id of scans (the xid).
First Scan: |91

Second Scan: |92 | Submit |
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Change some defaults
¥§] EP-Demo

Details Users Subscriptions Trusts Configuration

O rganizations

Subscriptions
Users

Red Hat Satellite

Configuration Organization Configuration
ISS Configuration
Task Schedules Below you configure your organization to use staging content and set up software

Task Engine Status number, zero means no Limit.
Show Tomcat Logs

Enable Staging Contents |

Enable Software Crash Reporting d

Enable Upload OFf Crash Files |

Crash File Upload Size Limit 0

Enable Upload OFf Detailed SCAP Files o

SCAP File Upload 5ize Limit 104857600

Allow Deletion of SCAP Results =y

Allow Deletion After (period in days) |90
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Detailed Report

100.00 67.51%

Results overview

Rule Results Summary

not . .
pass fixed selected checked applicable informational unknown
88 0 91 0 210 10 0 0 1 400
Title Result

Ensure /fimp | ocated On Separate Partition fail
Ensure /home | ocated On Separate Partition fail |
L pass .............................
Ensure gpgcheck Enabled In Main Yum Configuraton pass |
Ensure gpgcheck Enabled For All Yum Package Repositories | pass
JInstall AIDE fail = |
e o
) R e
Configure Periodic Execution of AIDE pass
Verify and Correct File Permissions with RPM fail = |
T pass .............................

fail
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Scanning groups with SSM

\‘3% System Set Manager 2

Dwverview Syvstems Errata Packages Groups Channels Configuration Prowvisioning Audrt Misc
Command: Susrfbin/soscap xcodf eval
Command-line Arguments: —profile xccdf _org.ssgproject.content__profile  C25

Path to XCCDF document®: |

fusr/sharefxml/scap/ssgfcontent/ssg-rhel&-ds_xml

=l s L fusr/share/xml/scap/rhsa/com_redhat.rhsa-all.xccdf_ xml

Tip: Certain versions of OpensCAP may reguire tl fvol/satEvol DF document.
Mvolfsatvol

schedule
1-40f4

ep-srvr160.lab.dlt.com Yes

ep-srvr161.lab.dlt.com Yes

scap-target es

scap-targetO2 es
1-40f4
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Scanning groups with SSM

Targeted Systems

1-6o0of 6
ep-builder0?.lab.dlt.com MO
ep-srvrl160. lab.dlt.com Yes
ep-srvr1é6l.lab.dlt.com es
ep-web01.lab.dlt.com MO
scap-target Yes
scap-target02 Yes
1-6of 6

% OpenSCAP xccdf scanning =

Draetails Completed Systems In Progress Systems Failed Systerms

In Progress Systems

1 -4 of 4 (0 selected)

__ System Earliest execution Base Channel

] ep-srvr160.lab.dlt.com 5/1/15 9:23:00 AM EDT Red Hat Enterprise Linux Server (v. 6 for 64-bit x86_64)

[ ep-srvri6l.lab.dlt.com 5/1/15 9:23:00 AM EDT Red Hat Enterprise Linux Server (v. 6 for 64-bit x86_64)

] scap-target 5115 9:23:00 AM EDT Red Hat Enterprise Linux Server (v. & for 64-bit x86_6)

] scap-target02 51715 9:23:00 AM EDT Red Hat Enterprise Linux Server (v. & for 64-bit x86_6)

Select All 1 -4 of 4 (0 selected)

Unschedule Action |

Q redhat.
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Advanced searches

CVE-2014-6271

Y =\
&

q OpenSCAP Search

OpenSCAP Search will return finished OpenSCAP scans from all scans you have access.

‘ q Specify your search criteria below.

Search XCCDF Rules For: CVE-2014-6271 | Search |
Examples: "no_hashes_outside_shadow’, "CCE-14300-8°

With Result: | fail v |

Where to Search: ® search all systems

Search system set manager

Scan Dates to Search: | Search Scans Performed Between Dates
Start Date: | April vi26 v |2015 v | |12 v ;|00 * |AM ¥ | EDT
End Date: | Apnl * 130 v 12015 v | |11 ¥ ;|21 * |AM ¥ | EDT
Show Search Result As: List of XCCDF Rule Results

® List of XCCDF Scans
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System built after scans

Filter by Xcocdf Profile: El Display | 25 ¥ | items per page 1-2o0of 2
System Kecarproe | Completed
scap-target0? None Wed Apr 29 13:37:15 EDT 2015 2472 93 0
scap-target0? None Tue Apr 28 16:32:56 EDT 2015 2472 93 0

1-2of 2
@ scap-targetO2 " € add to ssm | € delete system

Details Software Configuration Provisioning Groups Audit Events

Diwerview Properties Remote Command Reactivation Hardware Migrate Motes Custorm Info

System Events

Checked In: 42915 3:211:01 PM EDT

Registered: 4/27/15 4:37:58 PM EDT ‘ ‘
a4

- a
Last Booted: 4/27/15 4:40:10 PM EDT { - } »y

(Schedule System Reboot)

DSA Status: offline as of 4/29/15 1:40:47 PM EDT ‘ ’
Ping System w
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Automation

«Cron + Satellite API
*Use with a different change manager
‘http.//github.com/nzwulin/rhsummitis

ByYstemgroup.listSystemsMinimal (kevy,

em. scap.3schedulexXccdfScan(key, system["1d"], XcCcC
icon, detail:

', detaill

JCAP scan host
client.auth. logout (key) .-'I. FoOoT .-'I. bin .-'I. gat scanbGro Up.RpY '[ '[ 34t group nNaime |' |'
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SATELLITE6

WORK FLOW
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From Tailoring to Profile

: xmlns:xccdf="http://checklists.nist.gov/xccdf/1.2" id="xccdf scap-
workbench talloring default™

href="/usr/share/xml/scap/ssg/content/ssg-rhelé-ds.xml"/>
time="2015-05-12T0%9:41:39">1¢/ -

1d="C25 customized" Seddbk="xccdf org.ssgproject.content profile CE5™>

_login defs”

1d="Ce5 customized” Eﬁﬂﬁﬂﬂﬁ="vﬂﬂdf_ﬂrg.33@ptﬂj&ﬂt.ﬂﬂntent_prﬂfile_CEE"h
< xmlns :xhtml="http://www.w3.org/1998/xhtml"™ xml:lang="en-U5">C25 for Red Hat
Enterprise Linux & [CUSTOMIZED]</
< xmlns:xhtml="http://www.w3.0rg/1999/xhtml"™ xml:lang="en-U5">This profile
demonstrates compllance against the
U.5. Government Commercial Cloud Services (C23) baseline with modifications made for OurCo.
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Upload Datastream

RED HAT SATELLITE

Default Organization@Default Location Monitor - - = ' M e Configure -~ Imfrastructure -~

SCAP Contents

Q, search | ~
Title
SSG_RHEL_7 File Upload Locations Organizations
Title * Mew SG Content
Scap file * Browse... | Mo file selected.

Upload SCAP DataStream file

Motice: You need to install OpenSCAF on your hosts, and upload this content to the hosts as well.
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Create scan profile

RED HAT SATELLITE

Default Organization@Default Location Monitor - C = ' aine Configure - Imfrastructure -

New Compliance Policy

m E SCAFP Content E Schedule n Locations E Organizations H Hostgroups

Mame * SSG _For RHEL_7 w RHCCP_Profile

Description SCAP Security Guide for RHEL 7 with the Red Hat Certified Cloud Provider Policy
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Create scan profile

RED HAT SATELLITE

Default Organization@Default Location

bMonitor -~ Configure -~ Infrastructure -

New Compliance Policy

n Create policy m B Schedule n Locations B Organizations B Hostgroups

Scap content 550G _FEHEL 7

| 4

XCCDF Profile

Red Hat Corporate Profile for Certified Cloud Providers (RH CCF)

| 4

 Motice: Ensure the selected SCAP content exists on your hosts.
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RED HAT SATELLITE

Create scan profile

Default Organization@Default Location -~ Monitor -

New Compliance Policy

n Create policy

Hredhat #rhsummit

Configure -~ Imfrastructure -~

E SCAF Content m n Locations B Crganizations n Hostgroups

Period Weekly

Weekday Tuesday

| 4

| 4




Create scan profile

RED HAT SATELLITE

Default Organization@Default Location Monitor -~ ' ' ainers -~ Configure -~ Infrastructure -

New Compliance Policy

n Create policy E SCAP Content E Schedule m E Organizations n Hostgroups

Locations Selected itemns

All itermns

Default Location
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Create scan profile

RED HAT SATELLITE

Default Organization@Default Location -~ Monitor -~ - art C ainers -~ Configure - Infrastructure -~

New Compliance Policy

n Create policy B SCAP Content B Schedule n Locations m B Hostgroups

Organizations Selected itemns

All items

Default Organization
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Create scan profile

RED HAT SATELLITE

Default Organization@Default Location Monitor - - ant ~ - ainers -~ Configure - Infrastructure -~

New Compliance Policy

n Create policy B SCAF Content B Schedule n Locations B Organizations 6 Hostgroups

Hostgroups Selected items

All itemnms

RHELG _Dev _Servers RHELY Prod Servers

RHELS Prod Servers —_—

RHEL7 Dev _Servers
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File Edit View History Bookmarks Tools

y @ Compliance Policies x \t

Help

€< > | i https://bldrl5ca0l.core.cmbu.redhat.com/compliance/policies

RED HAT SATELLITE

Default Organization@Default Location

Compliance Policies

Mame
SCAP_Security_Guide_for_RHEL_G
SCAP_Security_Guide_for_RHEL_7

S55G_For_RHEL_7_w_RHCCP_Profile

Hredhat #rhsummit

bMonitor -~

(]
3
—+
it
3
—+
i
(]
3
—+
o
3
i
=
A
I
(]
A
—+
(F]

Content
S5SG_RHEL_6
SSG_RHEL_7

S55G_RHEL_7Y

Reporting

Compliance Policies — Mozilla Firefox (Build 201504161032922)

Configure -~ Infrastructure -~ Access Insights ~
Q search | ~
Profile
Default

Red Hat Corporate Profile for Certified Cloud Providers (RH CCP)

Red Hat Corporate Profile for Certified Cloud Providers (RH CCP)

Show Guide

Show Guide

Show Guide

=vc B S @

Red Hat Access ~ . Admin User

-

Administer -~

Mew Compliance Policy Help

w




Reporting

Compliance policy: SCAP_Security_Guide_for_.RHEL_7 — Mozilla Firefox (Build 20150416102922) - =] b
File Edit WView History Bookmarks Tools Help
y M Compliance policy: SCAP_S... % _\_—l— i
@ @ https://bldrl5ca0l.core.cmbu.redhat.com/compliance/policies/2/dashboard =V < S) @

RED HAT SATELLITE Red Hat Access ~ [ Admin User

Administer -~

Default Organization@Default Location Monitor - Content -~ Containers -~ Hosts Configure -~ Infrastructure -~ Access Insights
Compliance policy: SCAP_Security_Guide_for_RHEL_7/
™ ™
Hosts Breakdown Host Breakdown Chart
) Compliant with the policy 0
.Nu:ﬂ: compliant with the policy =
. Inconclusive results 0
Mewer audited
© 100%
Total hosts: 2 Incompliant h...
Latest reports for policy: SCAP_Security_Guide_for_RHEL_7
Host Date FPassed Failed Other
B} devnode-0003.example.com B days ago BE E [ 1 | View Report
B} devnode-0004.example.com 8 days ago BE E [ 1+ ] View Report
[} devnode-0003.example.com g days ago E El [ 1| View Report
B} devnode-0003.example.com & days ago BE El B View Report
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Reporting

Mozilla Firefox (Build 20150416103922) = =] x

File Edit View History Bookmarks Tools Help

1

/| ™ https://bldrl5...rf_reports/22 % | +

_*E_ & https://bldrl5ca0l.core.cmbu.redhat.com/compliancefarf_reports/22 =wv c s @
RED HAT SATELLITE Red Hat Access ~ [ Admin User
Default Organization@Default Location tMonitor -~ Content — Contaimers - Hosts - Configure - Imfrastructure - Access Insights -~ Administer -

@ OpenSCAP Evaluation Report

Evaluation Characteristics

Target devnode-0003 example.com CPE Platforms Addresses
machine

Ll cpe:/o:redhat:enterprise_linux: 7 « BEFESN 127.0.0.1
Benchmark /varfib/openscap/content LW cpe:/o:redhat: enterprise_linux: 7::client « QIR 192 1688.124.111
URL /1fbdeB87d24db51cal84419a2b6i7018f1361c27cd818755d5bediEb08fed0aTe. xm| . 0:0:0:0:0:0:0:1

- fe80:0:0:0:5054 ff fedf d&ea9

Benchmark xccdf org.ssgproject.content_benchmark BRHEL-7 - 00:00:00:00:00:00
s - 52:54:00:DF:DE&:ES
Profile ID xocdf org.ssgproject.content__profile_rht-ccp

Started at 2015-04-29T01:00:02
Finished at 2015-04-29T01:00:05

Performed root
by

Compliance and Scoring

The target system did not satisfy the conditions of 33 rules! Please review rule results and consider applying remediation.

Rule resulis

34 passed 33 failed

Severity of failed rules
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Reporting

Mozilla Firefox (Build 20150416103922)

- o »x
File Edit View History Bookmarks Tools Help
/ ™ https://bldrlS...rf_reports/22 % | + .
_‘E_ & https://bldrl5ca0l.core.cmbu.redhat.com/compliance/arf_reports/22 = v o S) @
RED HAT SATELLITE Red Hat Access ~ [ Admin User
Default Organization@Default Location Maonitor - Content -~ Contaimers -~ Hosts Configure -~ Infrastructure -~ Access Insights ~ Administer -
Rule results
34 passed 33 failed
Severity of failed rules
Score
Scoring system Score Maximum Percent
S e — 56.064819 100.000000
Rule Overview
~ pass " fail " notchecked Search through XCCDF rules Search
~ fixed ~ arror _| notselected
~ informational ~ unknown ~ notapplicable
Title Severity Result

¥ Guide to the Secure Configuration of Red Hat Enterprise Linux 7 L) i)
P Introduction
v System Settings €D €l i)
¥ Installing and Maintaining Software {3 €L i)

v Disk Partitioning €¥ZD

Ensure /fimp Located On Separate Partition

jow  rail |
Ensure /wvar Located On Separate Partition low “
Ensure /varflog Located On Separate Partition low L _fail
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Install tools on client

RED HAT SATELLITE Red Hat Access ~ | Richard Jerrido

Default Organization@Default Location -~ Monitor -~ Content ~ Containers -~ Configure Infrastructure - ic Administer -~

Edit RHEL7 Dev Servers

Host Group Puppet Classes Network Operating System Parameters Locations Organizations Activation Keys
Included Classes Available Classes
motd =
foreman_scap_client =
+ access_insights_client motd
+ foreman_scap_client & stdlib
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RED HAT

SUMMIT

LEARN. NETWORK.
. EXPERIENCE OPEN SOURCE.
Matt Micene

Solution Architect, DLT Solutions
- @cleverbeard
@nzwulfi

. * - . . o
#redhat #rhsummit . 5 . -« - redhat



Resources

* John Boyd and the OODA Loop

Satellite API scripts and RPM spec file

*OpenSCAP Github Organization

*Red Hat Security Data site

*Red Hat Security RHSA Checklist

* Anton Chuvakin: Highlights from 14 Verizon PCIl Report

NIST Validated SCAP tools
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http://www.ausairpower.net/APA-Boyd-Papers.html
https://github.com/nzwulfin/rhsummit15
https://github.com/OpenSCAP
http://www.redhat.com/security/data/metrics/
http://www.redhat.com/security/data/metrics/com.redhat.rhsa-all.xccdf.xml
http://blogs.gartner.com/anton-chuvakin/2014/02/13/highlights-from-verizon-pci-report-2014/
https://nvd.nist.gov/scapproducts.cfm
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