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1. What is NFV?

NFV and Open Source ‘ redhat.



What is NFV?

“NFV is a network architecture concept that
proposes using IT virtualization related technologies
to virtualize entire classes of network node functions

into building blocks that may be connected, or
chained, together to create communication services”

Wikipedia:
http://en.wikipedia.org/wiki/Network _Functions_Virtualization
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What is NFV, in simple terms?

Telcos are replacing specialized hardware
with VMs running on commodity hardware
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2. Why do telcos care?

NFV and Open Source ‘ redhat.
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Fast Cash For Your

Slow Modem:

Durin

<

~rr) 1O

Hayes Modem Trade-Up Days

ow through April 30, 1985

If your old modem is costing you too much in time
and telephone charges. now'’s the time to trade up
to the industry leader—Hayes Smartmodem 1200™
(operates with the IBM® PC and many other per-
sonal computers, including Macintosh™) and Hayes
Smartmodem 1200B™ (plug-in board modem for
the IBM PC and compatibles).

Cash saving rebate* During Hayes Modem
Trade-Up Days, bring in your old modem (any
speed, any make) to a participating dealer. And
Hayes will send you a cash rebate when you pur-
chase a new Smartmodem 1200. If your used
modem is a Hayes, we'll send you $50; if it's some
other brand, we'll send you $25. It's that simple.

What's more, we've just reduced the price of
Smartmodem 1200 and 1200B, so you'll actually
save two ways!

Get on-line with the leader. Don’t miss this
special opportunity to dramatically increase the

jersin the LS, and Canada. Please allaw 4 1o 6 weeks

speed and performance of your communications.
While cashing in on some great savings from
Hayes, the telecomputing leader.

Call right away for the name of your nearest
participating dealer. And get fast cash for your slow
modem.

1-800-255-2550 (In the Continental U.S.).

(Call 1-800-447-0890 in Alaska and Hawaii).
Remember. Our modem trade-up offer is only
good through i

April 30th.
So call today.

Innovatives products
for enterprising people
Hayes Microcomputer Products, Inc.

5923 Peachtree Industrial Blvd.
Norcross, Georgia 30092

d or GO EBE.
12008 are of

1200 and

*The lable anly deal,
Hayes Microcomputer Products, Ine. Macintosh is a trademark of Apple Computer, Inc. 1BM is 3 trademark of International Business Machines Corp, €985 Hayes Microcomputer Products. Inc.
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Telco services - access
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Dial-up
ISDN
ADSL
Cable

Fibre optic
3G/4G
Satellite

NFV and Open Source

Q redhat.



Telco services - applications

Voice SMS/MMS
Internet/data Games

Live TV/streaming VoIP

VOD Voicemall

DVR Premium services
TV Guide

12 NFV and Open Source & rednat
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Telcos provide more services today
than ever before

NFV and Open Source

Q redhat.
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Telco industry more competitive than ever

15

Costs dominated by data usage

Customers expect more data for

less

Demand for new services
Increasing

NFV and Open Source

Traffic & Revenue Challenge

Mobile operator
Traffic  revenue & trafﬂc
de-couple

Voice Dominant

Revenues

Data Dominant

¥

Time

Q redhat.
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The promise of NFV

NFV and Open Source
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Increased agility
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What is a network node function?
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Network functions

~

Classical Network Model:
Hardware Appliances

Jﬁ“\

¢ =1
DPI

Wam
Acceleration

Session Border
Controller

Carrier
Grade MNAT

Message
Router

i — !

Firewall

BRAS

PE Router Radio/Fixed Access

Metworlk Nudes__)

~\
(§ The New Network Model: J
Virtual Appliances
. standard servers, storage, switches W,
Q redhat.
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“Middleboxes”

Act on data going through the network
Examples: Load balancer, gateway, IDS, VPN endpoint, NAT, firewall
Not just telco

21 NFV and Open Source & rednat



Likely areas for virtualization

Application senwers: LUC, 1P
Telephony

Voice core: CSCF, IBCF, WESCF,
softswitches

Media plans intensive applcations

Signaling plane inlensmne
applications
Policy and charging: PCRF Highhy likely
subscriber Data Management: HSS, Somewhat likely
HLR, VLR Meulral

NG M and IS Session Control: SBC, Soumewhal unlikely

P-C5CF
Highhly unlikely

23 fobhile core:; SGSM, GESM
Enterprise Edge — eSBC, routers
COM networ ks

A EPC: 5360W, MME, PV

NFV and Open Source ‘ redhat.
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3. Open Source and NFV

NFV and Open Source
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Why Open Source?

NFV and Open Source
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Cloud
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Private cloud
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DevOps and agile development

27 NFV and Open Source & rednat



Open source drives the cloud

o OPEN m
/;\puppet n

labs openstack”

® - OPENSHIFT o o
@ L RN oriqin
ceph - q
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The Open Source NFV Platform

NFV and Open Source
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Virtual compute
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QEMUIKVM
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Virtual Virtual
Machine Machine
I |
Linux Windows
Applications Applications
Linux Windows
Guest O35 Suest OS5 .
Linux
QEMU QEMU Applications
Linux

xab with virtualization extensions

http:/lwiki.gemu.org

NFV and Open Source

Q redhat.



libvirt

User-space management tools

m virt-manager virt-viewer m other tools

v /
libvirt
(libvirt daemon)
(libvirt API)

/

Xen Hypervisor Linux Kernel VMware VirtualBox,
(KVM module) Virtualization Layer Hyper-V,
etc.
Dom0 Qemu Qemu
(Guest) Guest 1 Guest 2 Guest 1 Guest 2
Xen KVM VMware other hypervisors

http://lwww.libvirt.org
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Virtual storage
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Ceph @
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Disk volumel Disk volume2
== I =

Dhbject Object Ohject Object Object Object Dhject [ahﬁftw Object
1 2 N-1 N el | M1 (M-1)*N Py MM
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— 2 % =~
disk2 (TN ] W

http:/lwww.ceph.com
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Virtual network

OPEN

35

OPEN VSWITCH

An Open Virtual Switch

DPDK

NFV and Open Source Q r

edhat.



OpenDaylight
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LEGEND
AAA: Authentication, Autharization & Accounting ‘OVSDB: Open vSwitch DataBase Protocol
AuthN: Authentication i

PCEP: Path Computation Element Communication Protocol

BGP: Border Gateway Protocol PCMM: Packet Cable MultiMedia
COPS: Common Open Policy Service Plu in20C: Plugin To OpenContrail

LUX: OpenDaylight User Experience 1: SDN |nterface( ross-Controller Federation)
DDoS: Dlstrnbu&ed%emal Ol"épe S C Service Function Chaining

DOGHE! Data s Gablc sation Iuiarrace Specicitioniih SNBI o i Netiork Bosisirsphing | Fastrictore

“ 1 FRM: Forwarding Rules Manager SMMP: Simple Netvork Management Protocol
H E LI U M GBP: Group Based Polic TTP: Table Type Patterns
LISP: Locator/ldentifier geparatron Protocol VTN: Virtual Tenant Network

Stack SDNI DDoS Network Applic
Neutron Wrapper Protection Orchestrati

AAA - AuthN Filter

U

OpenDaylight APIs (REST)

Base Network Service Functions

“ “
Topology Stats Switch
Manager Manager Manager Tracker

DVSDB LISP SDNI Controller

GBP Rendﬂzrs

OpenFlow Southbound Interfaces
& Protocol Plugins
Data Plane Elements
Additional Virtual & (Virtual Switches, Physical
Physical Devices 5
Device Interfaces)

OpenFlow Enabled
Devices

http:llwww.opendaylight.org

NFV and Open Source

Q redhat.



Open vSwitch

37

Host 1 Host 2

7

.

p . " Management
o — \P—_ "‘\_/
“W__E?Pfi&u/ \M_E_Netwoi'bh __

S

http:/lwww.openvswitch.org

NFV and Open Source

OPEN VSWITCH

An Open VWirtual Switch

Q redhat.



DPDK DPDK

W

A -
Y Yy

http://lwww.dpdk.org

Userspace Applications
DPDK libs
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Virtual infrastructure management

openstack’

39 NFV and Open Source



OpenStack

3 openstack
Project

Compatn
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Idenitity
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[-BIEC)] 192.168.11.4

[ opermtack +

- Network Topology

i Small 2 Nommal

http:/lwww.openstack.org

NFV and Open Source

supefUse ¢

openstack

Q redhat.
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All done?

NFV and Open Source
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Not quite perfect...
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4. Filling the gaps

NFV and Open Source

Q redhat.
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VNF as a Service

Enterprise Branch ; Public Network
Virtualized Branch : 3
Customer Site ‘,."' ' :: .'.
Virtualization o : 5
L2L3 Switch : .
E H %,
v

Non-Virtualized Branch

AR WOC NG-FW

Network Edge
Virtualization
WAN

NFV and Open Source

Centralized Corporate
IT Infrastructure

(ETSI #2)

Q redhat.



Service Function Chaining

Service App/Admin

Interface M1

VIM
Interface M2
OpensStack VNFFG Orchestrator/Manager - .
I Interface C1 [ Interface C1
Network Controller 1 Network Controller 2
*
Interfage C2 Interflace C2

haining

_— —
Tr W Traffic

Source SF Forwarder SF Forwarder Destination
(OF-Switch) i)

45 NFV and Open Source & rednat



Virtualized Mobile Base Station

- Deterministic latency
pc RYrsowesn B umesosn Accelerated dataplane
performance

Federation of multiple clouds

High performance signal
processing

IPv6 support

(ETSI #4)
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Resource reservation

a7

NFV Infrastructure

Compute

[ User/Client

b A

Resource Reservation Request
Amount: Compute, Storage, Network
Start time: xxxx
End time: yy:yy
Other resource attributes:

type e.g. DPDK, link bandwidth, affinity
rules... etc.

Or-\i
Visvnfm

Storage

Network

M F-A

Virtualized Infrastructure Manager (VIM)

NFV and Open Source

Q redhat.



Fault management

User/Client User/Client User/Client
Blue Green Red

3. Fault Notification (VM ID, Fault ID)

Server-VM info: . .
Server1- VM-1. VM-2 Client be informed?

Server-2: VM-7 If YES, find Userowing

5. Execute Instruction | Serec3Vii-4- the VM from Database
i Ownership info:
....................................... . - migrate VM etc. VM-1, VM-7- Blue

\

KVM | | KVM | | KVM [ VM-2: Green
O H ® VM-4: Red

]

i

]

|

! Hardware Hardware Hardware ! >
]

]

]

Senver Server-2 seve3 X! 1. Fault Notification L__OpenStack

] ResourcePool ! - Hardware fault
- Hypervisor fault
- Host OS fault

Fig. 1: Steps in Fault Management
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*:0PNFV

Open source and NFV

http://opnfv.org
http://wiki.opnfv.org

NFV and Open Source

Q redhat.



OPNFV Project Scope

Hardware Hardware Hardware

Os-Ma
OSS/BSS Orchestrator
. Se-Ma
: i ‘ Service, VNF and Infrastructure
E Description Or-Vnfm
EMS 1 EMS 2 EMS 3 -
Ve-Vnfm VNE
: - - =T Manager(s)
: VNF 1 VNF 2 VNF 3 ar-Vi
| : =7 N Vi-Vnfm I
. - OpenDaylight
I : Virtual penayig —
: Computing Starage Netwark . ) I Initial
: . . — NF-Vi Virtualised I
I : m Virtualisation Layer ¢ e e e scope
T - |[+= defined
: . Hardwageresowrees b
I “...{..| | Computing Storage “Network S OpenStack — y
I— OPNFV
L
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Broad industry support

Platinum Members

o=
v&':’ atat Brocape= & LEEH il décomo > @ SVA
CiscCo. ERICSSON HUAWEI

(intel®) JunPer NIEC nokia @) rednat =meon @) ITEh

N — (AL ’
vodafone

Silver Members

o zaova @) ARM ZAmay smofbeow  Cablelcts  ubuntu®

NETWORKS
Alcatel-Lucent

A ink~ H ¥
@ cavium - < Centunlink  ClL2NA ClTR!x

. ~ < i =i
7 clearbath - Conteyireaw  Corianty) =z cyan Dialegic d(c(:;);ado ENEA H3C [XiAd kt Metaswitch | &: ﬁr{

OVERTURE () wuQosvos [lsandvine Pe SN €9 SonuUS Sprint Stratus  WiND RIVER

SPIRENT.

midokura

Technologies
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Upstream first
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Fork-free zone

53

NFV and Open Source

= 0PNFV
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Red Hat and NFV

NFV and Open Source

Q redhat.



Getting the platform

Jo OPEN

openstack :: - OPan
OPEN VSWITCH ARV M A

PR
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Performance: SR-IOV support

\"‘ Guest 1 \?rj Guest 2

Guest OS5 Guest OS5
Physical NIC

NIC
Hypervisor Fvbwer

O MMU (Intel VT-d or AMD IOMMU)
e ———

Virtual Virtual Physical
Function Function Fumction

SR-10V PCI Device (NIC)

e

Host System
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NUMA awareness

F,cpu =,cp
mw T mm s )

Per
NUMA Node
huge pages

NUMA node O
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Real-time KVM

NFV and Open Source

Q redhat.



RHEL7.x Realtime Scheduler Latency Jitter Plot

latency (microseconds)

140

120

100

80

60

40

20

cyclictest

-m -n

-q -v -p95

-h60 -i 200

-D 1h

le+06

"RHEL 7.2 (259) ———
RHEL-RT 7.2 (237) —
RHEL-RT 7.2 (237+KVM) — %

8e+06 9e+06




DPDK accelerated OVS

60

Virtual machine

Virtual machine

DPDH user
spgce

DPD
sp

user
ce

Guest
0s

Gliest

’I

[~

o

DK enabl
vSwifch

Hypervisor

NFV and Open Source

Q redhat.



RHEL7 - 40G Network Data/Tuned (12

ports/host)

Gbps

61

500
400
300
200
100

Network Throughput Gbps

RHEL7.x, 12 x 40Gb NICs

TCP_STREAM, 48 x 16KB, Bi-directional

Baseline

NFV and Open Source

Tuned, IRQ, DevQ

Q redhat.



Network Functions Virtualization (NFV)
Throughput and Packets/sec @ 64 bytes (RHEL7.x+DPDK)

%ﬁ% NFV: Millions of Packets Per Second

4 = RHEL7.x, L2 Forwarding, 12 x 40Gb NICs

s 215 218

c

o

o

<5

0

o

o

CD

S

g Docker Bare-metal HW Maximum
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Red Hat NFV Ecosystem
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— vDDoS vCPE VvEPC vSBC — - vRouter - - vADC - - vIMS
.8 9 ¢ £ o
Ky e |l 3
ol - c 0
o 1§ | § 5 ||, =
S i T o) ~ Z¢m 0o 8
o LI 3 © S Y = T
o ]
al c
NFVi Add-ons g §
DPI Packet Processing o -
©
% QOSMOS @, e

Common Open NFV Infrastructure (NFVi)

Q. redhat

'911 '?@ ) ‘Ped (9] *@o,
Y %, J}°/~ ""’r ) 6:’1‘ "oey(. %’r x"’? oo% %f
(7 by, % %,
>
COTS Hardware

) pell =3 [ ‘ceco

MANO

G

Alcatel:Lucent

r
st CYAN

CISCO
- tail

Q redhat

* CloudForms
* Satellite
* Forman

NFV and Open Source

Q redhat.



Thank you!
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Bonus slides

NFV and Open Source

Q redhat.
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Project web sites

NFV and Open Source

Q redhat.



KVM

67

Virtual Virtual
Machine Machine
I I
Linux Windows
Applications Applications
Linux Windows
Guest O35 Suest OS5 | Lirilie
QEMU QEMU Applications
Linux

xab with virtualization extensions

http:/lwiki.gemu.org

NFV and Open Source

Q redhat.



libvirt

User-space management tools

m virt-manager virt-viewer m other tools

v /
libvirt
(libvirt daemon)
(libvirt API)

/

Xen Hypervisor Linux Kernel VMware VirtualBox,
(KVM module) Virtualization Layer Hyper-V,
etc.
Dom0 Qemu Qemu
(Guest) Guest 1 Guest 2 Guest 1 Guest 2
Xen KVM VMware other hypervisors

http://lwww.libvirt.org
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Ceph @
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Disk volumel Disk volume2
== I =

Dhbject Object Ohject Object Object Object Dhject [ahﬁftw Object
1 2 N-1 N el | M1 (M-1)*N Py MM
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disk2 (TN ] W

http:/lwww.ceph.com
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OpenDaylight

70

LEGEND
AAA: Authentication, Autharization & Accounting ‘OVSDB: Open vSwitch DataBase Protocol
AuthN: Authentication i

PCEP: Path Computation Element Communication Protocol

BGP: Border Gateway Protocol PCMM: Packet Cable MultiMedia
COPS: Common Open Policy Service Plu in20C: Plugin To OpenContrail

LUX: OpenDaylight User Experience 1: SDN |nterface( ross-Controller Federation)
DDoS: Dlstrnbu&ed%emal Ol"épe S C Service Function Chaining

DOGHE! Data s Gablc sation Iuiarrace Specicitioniih SNBI o i Netiork Bosisirsphing | Fastrictore

“ 1 FRM: Forwarding Rules Manager SMMP: Simple Netvork Management Protocol
H E LI U M GBP: Group Based Polic TTP: Table Type Patterns
LISP: Locator/ldentifier geparatron Protocol VTN: Virtual Tenant Network

Stack SDNI DDoS Network Applic
Neutron Wrapper Protection Orchestrati

AAA - AuthN Filter

U

OpenDaylight APIs (REST)

Base Network Service Functions

“ “
Topology Stats Switch
Manager Manager Manager Tracker

DVSDB LISP SDNI Controller

GBP Rendﬂzrs

OpenFlow Southbound Interfaces
& Protocol Plugins
Data Plane Elements
Additional Virtual & (Virtual Switches, Physical
Physical Devices 5
Device Interfaces)

OpenFlow Enabled
Devices

http:llwww.opendaylight.org

NFV and Open Source

Q redhat.



Open vSwitch

71

Host 1 Host 2

7

.

p . " Management
o — \P—_ "‘\_/
“W__E?Pfi&u/ \M_E_Netwoi'bh __

S

http:/lwww.openvswitch.org

NFV and Open Source

OPEN VSWITCH

An Open VWirtual Switch

Q redhat.



DPDK DPDK

W

A -
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http://lwww.dpdk.org

Userspace Applications
DPDK libs
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OpenStack

3 openstack
Project

Compatn
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a7} (O] 192.168.11.4

[ opermtack +

- Network Topology

http:/lwww.openstack.org

NFV and Open Source

supefUse ¢

openstack”

Q redhat.



oVirt

Vms ~ | CA-Demo-Test-vim

OVIrt | OPEN VIRTUALIZATION MANAGER & mrac ~ Configure Guide  About  Feedback

= Tree Data Centers Clusters Hosts Storage Disks Virtual Machines Pools Templates Users Dashboard Events
Expand All | Collapse All c + NewServer | + New Desktop = # Edit Remove RunoOnce | b | Bl | M |0 | @ Migrate | % Cancel Migration Make Template Export % ChangeCD | + AssignTags | ShowReport ~ | @ Guide Me 2 ~1-95 | ¢|>
~ @ system Name Host IP Address Cluster Data Center Memory cPU Network Display ~ Status Uptime Logged-in User
~ BB RDU-SALAB-DataCenter 4+ B bodemo rhel-h5.rdusalabredhatcom  10.11.164.173 = RDU-SALAB-Production  RDU-SALAB-Datacenter | 0% 0% % Spice  Up 62 Days
> 1 storage O  ChicagoTest-vM rhel-h1.rdusalab.rednat.com  10.11.164.236 RDU-SALAB-Production ~ RDU-SALAB-Datacenter 0% Spice Down 22 Days
D Templates

> @7 Clusters
> BB RHIC-DataCenter
> g Clusters

> B RHIC-DataCenter

=+ Bookmarks

+ Tags

Last Message: v 2013Jul17,13:24  User mrac logged in.

74

-- rhel-hS.rdu.salab.redhat.com | 10.11.164.17: RDU-SALAB-Production | RDU-SALAB-Datacenter _—

[} ChicagoTest-VM rhel-h1.rdu.salab.redhat.com 10.11.164.236 RDU-SALAB-Production RDU-SALAB-Datacenter

Spice Down 22 Days

2 o%

4 = bodemo rhel-h5.rdusalabredhatcom  10.11.164.173 = RDU-SALAB-Production ~ RDU-SALAB-Datacenter | 0% 0% % Spice  Up 62 Days
M O ChicagoTestVM  rhelhlrdusalabredhatcom  10.11.164236  RDU-SALAB-Production  RDU-SALAB-Datacenter  [ESHNN 132 0% Spice  Down 22 Days
4 B bodemo rhel-h5.rdusalabredhatcom  10.11.164.173 = RDU-SALAB-Production  RDU-SALAB-Datacenter | 0% 0% % spice  Up 62 Days
W O ChicagoTestVM  rhelhlrdusalabredhatcom  10.11.164.236  RDU-SALAB-Production ~ RDU-SALAB-Datacenter [[EESUNN 32 0% Spice  Down  22Days
s = bodemo rhelhS.rdu salab.rednatcom 1011164173  RDU-SALAB-Production  RDU-SALAB-Datacenter | 0% 0% I Spice  Up 62 Days
W [0  ChicagoTestVM  rhelhlrdusalabrednatcom  10.11.164.235  RDU-SALAB-Production ~ RDU-SALAB-Datacenter  [[EESUNN 32 0% Spice  Down  22Days
4 = bodemo rhel-h5.rdusalabredhatcom  10.11.164.173 = RDU-SALAB-Production ~ RDU-SALAB-Datacenter | 0% 0% % Spice  Up 62 Days
M O ChicagoTestVM  rhelhlrdusalabredhatcom  10.11.164236  RDU-SALAB-Production  RDU-SALAB-Datacenter  [ESHNN 132 0% Spice  Down 22 Days
4 B bodemo rhel-h5.rdusalabredhatcom  10.11.164.173 = RDU-SALAB-Production  RDU-SALAB-Datacenter | 0% 0% % spice  Up 62 Days
W O ChicagoTestVM  rhelhlrdusalabredhatcom  10.11.164.236  RDU-SALAB-Production ~ RDU-SALAB-Datacenter [[EESUNN 32 0% Spice  Down  22Days
General Network Interfaces Disks Snapshots Applications. Permissions Events

be-demo

Name be-demo Defined Memory 6144 MB Origin RHEV

Hostname - Physical Memory Guaranteed 4096 MB Run On Any Hostin Cluster

Template Blank Number of CPU Cores 44 Socket(s), 1 Cores(s) per Socket) Custom Properties Not-Configured

Operating System Windows 2008 R2 Highly Available No Cluster Compatibility version 3.1

Default Display Type Spice USE Policy Disabled Directoy Domian -

Priority Low

A Alerts(0) | [ Events | [B Tasks0) |

http://www.ovirt.org

NFV and Open Source

Q redhat.



Build and
Integration

Bootstrap /

GetStarted

Upstream Project

8
]

New
Requirements
and Features

Collaboration Octopus / Continuous Integration

Infrastructure

Pharos Project Compliant Community Labs

http://lwww.opnfv.org
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ETSI NFV ISG

NFV Management
& Orchestration
e s S e St @8 Execution

Reference Points
Os-Ma == Other
""" 0OSS/BSS —+—— | Orchestrator 5 Reference Points
; +  MainNFV
] % ! i Ref Point:
5 Service, VNF and seMa | ; clerencerems
T Infrastructure Description |
! Or-Vnfm
EMS 1 EMS 2 ‘ EMS 3 ‘ VeVnfm |
| | | +— VNG
= - - i Manager(s)

VNF 1 VNF 2 VNF 3 ? . 1 owi

VN:-NE

NFVI
Virtual Virtual Virtual
Computing Storage Network

Hardware Resources

—————— Computing Storage Network
Hardware Hardware Hardware

Virtualized
Infrastructure
Manager(s)

http:/lwww.etsi.org/technologies-clusters/technologies/nfv
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SR-IOV certified hardware

Current supported and certified cards are listed at:
https://access.redhat.com/articles/1390483
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